Privacy guidance when selecting third-party apps to receive your information

We are required to provide you with access to detailed information about your health history
through a “Patient Access APL.” You may access this information by downloading an app on
your smartphone, tablet, computer, or other similar device. The information available through
the Patient Access APl includes information we collect about you while you have been enrolled
in your health plan. The information includes the following information while we maintain it in
our records:

e Claims and “encounter” data® concerning your interactions with health care providers;
and

e Clinical data that we collect in the process of providing case management, care
coordination, or other services to you.

The information we will disclose may include information about treatment for substance use
disorders, mental health treatment, HIV status, or other sensitive information.

We want you to know the app you choose will have access to all of your information. The app is
not subject to the HIPAA Rules, which generally protect your health information. Instead, the
app’s privacy policy describes self-imposed limitations on how the app will use, disclose, and
(possibly) sell information about you. It is important for you to know once we send your data to
the app, we no longer control how the app uses or shares your information. If you decide to
access your information through the Patient Access API, you should carefully review the privacy
policy of any app you are considering using to ensure you are comfortable with what the app
will do with your information.

Things you may wish to consider when selecting an app:

e Will this app sell my data for any reason?

e Will this app disclose my data to third parties for purposes such as research or
advertising?

e How will this app use my data? For what purposes?
e Will the app allow me to limit how it uses, discloses, or sells my data?

e If I nolonger want to use this app, or if | no longer want this app to have access to my
health information, can | terminate the app’s access to my data? If so, how difficult will
it be to terminate access?

e Whatis the app’s policy for deleting my data once | terminate access? Do | have to do
more than just delete the app from my device?

1 Some providers send us Encounter data about your health care, such as information about your office
visits, in cases where they do not send us a claim.
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e How does this app inform users of changes in its privacy practices?
e Will the app collect non-health data from my device, such as my location?
e What security measures does this app use to protect my data?

e What impact could sharing my data with this app have on others, such as my family
members?

e Will the app permit me to access my data and correct inaccuracies? (Note that
correcting inaccuracies in data collected by the app will not affect inaccuracies in the
source of the data.)

e Does the app have a process for collecting and responding to user complaints?

If the app’s privacy policy does not satisfactorily answer these questions, you may wish to
reconsider using the app to access your health information. Your health information may
include very sensitive information. You should therefore be careful to choose an app with
strong privacy and security standards to protect it. If the app does not have a privacy policy,
you may want to consider not using the app.

Covered entities and HIPAA enforcement

The U.S. Department of Health and Human Services’ Office for Civil Rights (OCR) enforces the
HIPAA Privacy, Security, and Breach Notification Rules. We are subject to HIPAA as are most
health care providers, such as hospitals, doctors, clinics, and dentists. You can find more
information about your rights under HIPAA and who is obligated to follow HIPAA here:
https://www.hhs.gov/hipaa/for-individuals/index.html. To learn more about filing a complaint
with OCR related to HIPAA requirements, visit: https://www.hhs.gov/hipaa/filing-a-
complaint/index.html. You may also file a complaint with us by contacting the Member Services
phone number on your member ID card.

Apps and privacy enforcement

An app generally will not be subject to HIPAA. An app that publishes a privacy notice is required
to comply with the terms of its notice, but generally is not subject to other privacy laws. The
Federal Trade Commission Act protects against deceptive acts (such as an app that discloses
personal data in violation of its privacy notice). An app that violates the terms of its privacy
notice is subject to the jurisdiction of the Federal Trade Commission (FTC). The FTC provides
information about mobile app privacy and security for consumers here:
https://www.consumer.ftc.gov/articles/0018-understanding-mobile-apps.

If you believe an app inappropriately used, disclosed, or sold your information, you should
contact the FTC. You may file a complaint with the FTC using the FTC complaint assistant:
https://www.ftccomplaintassistant.gov/#crnt&panell-1. You may also wish to consider deleting
the app.
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Receive help in your language

Curious to know what all this says? We would be too. Here’s the English version:

You have the right to receive this information and help in your language for free. Call the
Member Services number on your ID card for help. (TTY/TDD: 711)

Separate from our language assistance program, we make documents available in alternate
formats for members with visual impairments. If you need a copy of this document in an
alternate format, please call the Member Services telephone number on the back of your ID
card.

Spanish

Tiene el derecho de obtener esta informacién y ayuda en su idioma en forma gratuita. Llame al
numero de Servicios para Miembros que figura en su tarjeta de identificacidon para obtener
ayuda. (TTY/TDD: 711)

Chinese

RERERTENESREESZENMGEE - FEITER ID R LR ERIBIRBEZ KT
Bf - (TTY/TDD: 711)

Vietnamese

Quy vj c6 quyén nhan mién phi théng tin nay va sy tro giip bang ngdn ngit clia quy vi. Hay goi
cho s6 Dich Vu Thanh Vién trén thé ID cla quy vi dé dugc giup d&. (TTY/TDD: 711)

Korean

FotoA = FE2 0| EEE €1 ol AN 2 222 HE M7l AsHLL E2S
o™ 5t Ip 7tE0| U= 2| A MH|A HD 2 FBtSHUA| . (TTY/TDD: 711)
Tagalog

May karapatan kayong makuha ang impormasyon at tulong na ito sa ginagamit ninyong wika
nang walang bayad. Tumawag sa numero ng Member Services na nasa inyong ID card para sa
tulong. (TTY/TDD: 711)

Russian

Bbl MMmeeTe NpaBoO NOYYUTb JAaHHYO MHPOPMALMIO M MOMOLLb Ha Ballem A3blke HecnnaTHo.
[ns nonyyeHMa NoMoLLm 3BOHUTE B OTAEeN 06CNYKMBAHUA YH4AaCTHUKOB NO HOMEPY, YKazaHHOMY
Ha Bawewn naeHTUPuKaumnoHHomn kapte. (TTY/TDD: 711)



Arabic

Blay e d9gall slacl Gloas 08y Juail Lo clizh buslunally Gloglrall 0da (e Jgsamll &l g
(TTY/TDD: 711).84¢lauadd &l dpo5l Casyadll

Armenian

AnLp hpwyntup ncube 26 1Ggyny wudbwn unwlw] wju inbnGywunynipintup W
gwllwgwd oqunrpjnil: Ogunieintl unwlwnt hwdwn quugwhwnbe Wunwdubph
uwwuwnydwl YEuwnpnl® 26n ID pwpunh ypw Uodwd hwdwnnd: (TTY/TDD: 711)

Farsi

4 SeS by (Sl S Cdlys PBag3 0l 4 OBh e 4 ) SS9 ledlbl cpl &S wyls |y 3> ol Lok
J:)Jgié uuLA:V sl 0UE )] QUL%LAUJ) C))Sdﬁ)ﬁ aS clacl ul.o.)o-_,s).o oylads

(TTY/TDD: 711)
French

Vous avez le droit d’accéder gratuitement a ces informations et a une aide dans votre langue.
Pour cela, veuillez appeler le numéro des Services destinés aux membres qui figure sur votre
carte d’identification. (TTY/TDD: 711)

Japanese

COEREZIBEEFRLTIEBCEHTRIIENTEET, XIEEFZ(TBIC(E. IDH—RICEEEHS
NTWBIAVN—H—EABBICEEELTZEL, (TTY/TDD: 711)

Haitian

Ou gen dwa pou resevwa enfomasyon sa a ak asistans nan lang ou pou gratis. Rele nimewo
Manm Seuvis la ki sou kat idantifikasyon ou a pou jwenn éd. (TTY/TDD: 711)

Italian

Ha il diritto di ricevere queste informazioni ed eventuale assistenza nella sua lingua senza alcun
costo aggiuntivo. Per assistenza, chiami il numero dedicato ai Servizi per i membri riportato sul
suo libretto. (TTY/TDD: 711)

Polish

Masz prawo do bezptatnego otrzymania niniejszych informacji oraz uzyskania pomocy w swoim
jezyku. W tym celu skontaktuj sie z Dziatem Obstugi Klienta pod numerem telefonu podanym na
karcie identyfikacyjnej. (TTY/TDD: 711)



Punjabi

FTE Wy I ST g T aTdt wiz Hew He3 9 YU3 9a% @ wifiend J1 e Bt
WS WTEtSt 198 §3 Heg Adfefia §839 3 & 31 (TTY/TDD: 711)

Navajo
Bee na ahoot™1” t723 m mzazsd k'ehp niks a’doowol t'3a jik’e. Naaltzoosz bee atzh nilinigil bee
nétho’dolzingo namtinigii béesh bee hane’i bikas® dap” hodiilmh. (TTY/TDD: 711)

It’s important we treat you fairly

That’s why we follow federal civil rights laws in our health programs and activities. We don’t
discriminate, exclude people, or treat them differently on the basis of race, color, national
origin, sex, age or disability. For people with disabilities, we offer free aids and services. For
people whose primary language isn’t English, we offer free language assistance services
through interpreters and other written languages.

Interested in these services?

Call the Member Services number on your ID card for help (TTY/TTS/TDD: 711). If you think we
failed to offer these services or discriminated based on race, color, national origin, age,
disability, or sex, you can file a complaint, also known as a grievance. You can file a complaint
with our Compliance Coordinator in writing to Compliance Coordinator, P.O. Box 27401, Mail
Drop VA2002-N160, Richmond, VA 23279. Or you can file a complaint with the U.S. Department
of Health and Human Services, Office for Civil Rights at 200 Independence Ave. SW; Room 509F,
HHH Building; Washington, DC 20201 or by calling 800-368-1019 (TDD: 800-537-7697) or online
at https://ocrportal.hhs.gov/ocr/portal/lobby.jsf. Complaint forms are available at
http://www.hhs.gov/ocr/office/file/index.html.
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